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Microsoft IT significantly lowered its Total Cost of Ownership (TCO) and achieved significant server and data center consolidation across the enterprise by using new management practices and taking advantage of technology enablers in new products. 
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Similar to many IT organizations, Microsoft IT is challenged with leveraging new product and technology features and providing optimal IT value to its customers, while balancing pressures such as cost constraints and security threats. Beginning in 2002 and currently ongoing, Microsoft IT commenced a Model Enterprise Initiative (MEI) to reduce the complexity and TCO of running its IT infrastructure. As part of the MEI, a consolidation effort was undertaken to accomplish multiple goals, including the reduction of servers and data centers throughout the Microsoft IT enterprise. The consolidation effort was accomplished in a series of steps:

· A site taxonomy was established. The site taxonomy defined standard office building and data center types and service offerings at each site. 
· A system of Minimum Performance Levels (MPLs) was created. MPLs, which specify standard service performance levels, help to regulate client expectations regarding IT service performance standards. Together, the site taxonomy and MPLs created a holistic set of site definitions and levels of services available at each site, designed to deliver appropriate and consistent IT service levels throughout the enterprise. 
· The Internet Connected Offices (ICOs) architecture was developed. ICOs provide an effective remote computing environment for smaller offices, without the presence of local servers. 
· The data center and server consolidation work began in earnest. Line-of-business (LOB), distributed servers, and infrastructure servers were moved from unmanaged locations to managed data centers. In the process:

· Servers became managed and standardized, were consolidated, and in many cases eliminated. 
· Data centers were consolidated and eliminated. 
· Remote, centralized server management and administration was put in place. 
· New operations practices and procedures were instituted, using the Microsoft Operations Framework (MOF) to build them. 
· New Microsoft product technologies and improvements in remote capabilities, capacity, reliability, and availability were leveraged.

This paper was designed as a high-level overview document for Technical Decision Makers, CIO’s, and Technical Implementers. The consolidation work described in this document leveraged The Microsoft® Office System, Microsoft Windows Server™ 2003, Microsoft Windows® XP, and Microsoft Exchange Server 2003. 
Note: The Microsoft IT environment is unique so adaptations to other environments will vary. 
Excessive Complexity and Costs
Before the consolidation work began, a common consensus across Microsoft IT was that Microsoft had too many data centers and servers. This was attributed to rapid growth, and to a centralized management function which was not optimized. Management was decentralized at site locations and without remote centralization capabilities. In addition to known server locations, there were many random non-standard servers that did not reside in data centers and were not centrally managed. This patchwork of data closets and computer equipment rooms was maintained at varying levels of reliability, security, and cost. Typically, definitions and decisions about these locations had been made at the local or subsidiary level, and with different levels of sponsorship. Because there were so many locations, redundancy was a problem with duplication of storage, applications, and hardware. With no single central management environment, Infrastructure Management was difficult and resulted in inconsistent levels of support. Microsoft IT management had not yet taken advantage of remote capabilities in new products. Housing many servers in remote locations resulted in high rent and maintenance costs.
In 2002, Microsoft IT undertook an Operational Efficiency Assessment, which included:
· Operations review

· Server infrastructure assessment

· Systems management assessment

· Server consolidation business value assessment

· Risk assessment

The outcome from the assessment demonstrated that considerable TCO savings and other IT efficiencies could be gained from server consolidation. Additionally, this assessment identified geographical locations where consolidation would be beneficial. 
As a result of this assessment, Microsoft developed a goal to improve IT operational efficiency while reducing TCO. Key to this goal was consolidating servers and data centers and optimizing IT management processes and procedures. Additionally, Microsoft used the opportunity to model a continuously optimized enterprise infrastructure using Microsoft products and operations principles. As Microsoft optimized its enterprise infrastructure, it could showcase the technologies that it used to accomplish its goals. Showcasing the technology, via this document and other IT Showcase content, allows Microsoft to provide their clients and customers a reference as to how the technology could be implemented. 
Business Benefits Summary
Microsoft has gained significant business benefits from its server and data center consolidation efforts. Savings to date related to the consolidation effort total $23.2 million US, a 40 percent reduction from pre-consolidation spending levels. Within this total, data center consolidations, including ICOs, have saved $18.3 million US. Ultimately, 24 data centers will be consolidated to four. Infrastructure servers provided another $4.3 million US in savings. In addition, Data Center Operations streamlined their teams and saw a 25 percent Service Level Agreement (SLA) performance increase. 
Server and Data Center Consolidation Benefits
The reduction in data center costs of $18.3 million US represents 78 percent of the savings associated with all consolidation activities. Within the data center category, cost reductions associated with servers represent the largest savings, at $8.9 million US. This is attributed to the removal of LOB and other distributed servers, and the elimination of remote and unmanaged servers in branch offices at various sites. Managed servers contribute to greater efficiencies. With consolidation, the number of unmanaged servers outside of data centers decreased by 12 percent and is projected to decrease another eight percent. By FY05, 75 percent of all servers are expected to be located in managed data centers.

Real Estate and Facilities savings associated with server and data center consolidations comprise $2.6 million US. The savings include those costs from developing and improving previously used sites to be ready for consolidation. The savings also includes some operational cost avoidance savings. Operations were amortized over five years. Square footage used was reduced by 50 percent. WAN costs were reduced by 48 percent, as ICO offices removed the need for dedicated circuits. Vendor staff was reduced by 22 percent. Data Center sites were reduced by 54 percent, from 24 sites to 11 sites worldwide. 

Internet Connected Offices Benefits

ICOs eliminate the need for private network connections for small offices, of up to 150 people. This amounts to $4.5 million US in savings. The other benefit from ICOs is the time to market. Because of reduced infrastructure and complexity compared to a historical office site, Microsoft IT can bring a new ICO site online faster.

Infrastructure Server Consolidation Benefits
Overall, there has been approximately 27 percent reduction in global infrastructure servers. This represented approximately $4.3 million US by April 2004. This savings is attributed to the removal of a variety of servers, including domain controllers, Internet Protocol (IP) address allocation servers, Microsoft SQL Server™ 2000 computers, file shares, and connectivity servers. Additionally, the number of public print servers in the corporate headquarters site has been reduced from 26 to two. These print servers service 1,300 queues, and print five to seven million pages per month. The performance increase in the Windows Server 2003 64‑bit platform technology allowed the reduction of Exchange-paired domain controllers from eight to five in the headquarters site. Also, 65 domain controllers have been eliminated. 
Through server repurposing and cost avoidance, 40 servers have been made available from the consolidation project. Out of the 40 servers, 31 have been repurposed to a new owner. 

Centralized Server and Data Center Management Benefits

Centralized server management has reduced the need for on-site support personnel. This applies to both software deployment and incident response tasks. 

Originally, server software deployment tasks were distributed between 70 different vendors around the world. In 2002, Microsoft IT centralized this function to a 3-person vendor team dedicated to the task. Beginning in 2003, remote change work was centralized into a 20-member team. 

An internal Incident Management team of 22 supports 10,000 servers worldwide. This represents 450 servers per person. The support team is highly skilled and cross-trained in local, hands-on server support. This team performs all incident management functions, using the Microsoft Operations Framework (MOF) model, for all Microsoft IT production servers and related infrastructure servers. In the new centralized management model, the team saw a 25 percent improvement in their SLA performance.
New Operations Practices and Procedures Benefits

Using the MOF model, new operations practices and procedures were developed for the consolidated environment. They addressed the areas of Incident Management, Problem Management, Configuration Management, and Change Management. Improvements were made in the monitoring of incidents, the resolution of recurring service issues, standards definitions for devices, and change review and implementation.
Catalysts and Background
This section discusses key catalysts that enabled the consolidation work, as well as a background on the definitions for a discussion on server consolidation. Multiple factors enabled the consolidation work. The factors range from the reduction of Exchange Server 2003 infrastructure to improvements in Outlook 2003 client functionality and Windows 2003 Server clustering improvements. Also, hardware improvements, decreased communication costs, increased backbone bandwidth availability, and new connectivity options contributed. 
Key Catalysts
Hardware Improvements

The Microsoft IT Data Center and Server Consolidation Strategy is based on several industry trends. The industry standards for server performance are becoming the same as mainframe class servers. Some examples of performance features include physical and logical partitioning. Virtual machines provide a software feature that mimics the performance of a hardware device. Hot swap techniques allow replacing a hard drive, a CD-ROM drive, a power supply, or other device with a similar device while the computer system that is using the device is in operation. Also, 64-bit servers are replacing 32-bit servers. Dense, low-cost blade servers and rack-mounted servers are centrally managed with integrated communications functionality. Storage has been consolidated and managed with system area networks and file servers.

Decreased Communication Costs

Overall, communication costs have decreased because of improvements to equipment and software. These improvements enabled cost-effective geographical consolidations. Management and operations tools have reduced labor costs and made operations easier to accomplish remotely. 

Backbone Bandwidth

Worldwide, WAN backbone bandwidth has both increased in availability and decreased in costs. For example, substantial savings in negotiated rates, of up to 40 percent, have been secured for Microsoft’s North American network. Additionally, some savings in backbone bandwidth have been generated by moving offices to the Internet Connected Office model.  This will continue to drive savings. 
New Connectivity Options
Broadband connectivity options such as DSL and cable modems are options that are relatively new to the enterprise IT environment. These options are used in ICO implementations and save significantly over the cost of leased carriers. 
Product Improvements
Windows Server 2003, Exchange Server 2003, and Office System 2003 improvements contributed significantly to consolidation efforts. 
· Windows Server 2003, Enterprise Edition provides clustering support that is essential for critical e-commerce and LOB applications, and includes a number of improved and new features related to storage and file system scalability, performance, and reliability. For more information, see the Microsoft Web site at http://www.microsoft.com/business/reducecosts/efficiency/consolidate/default.mspx.

· Exchange Server 2003 increased its mailbox server capacity and hosts many more users on a single mailbox server. The Exchange Server 2003 backup strategy now uses Volume Shadow Copy service, which means that the number of users does not have to be limited in order to meet Service Level Agreements (SLAs) of performance for backup and restore functions. For more information, see the Microsoft Web site at http://www.microsoft.com/exchange/.

· Microsoft Office Professional Edition 2003 supports cached mode, which enables users to be productive regardless of the quality of their network connections. In addition, Office 2003 is designed to integrate intranet technologies. For more information, see the Microsoft Web site at http://www.microsoft.com/office/greatmoments/default.mspx. 
Exchange Infrastructure Consolidation

The Exchange Server 2003 infrastructure at Microsoft was reduced from 73 to 6 geographic sites. This reduction was an initial step that started the consolidation of domain controllers and other infrastructure servers. For more information on the Exchange Server 2003 Site consolidation work, see the IT Showcase technical case study “Exchange Server 2003 Site Consolidation: Preliminary Results,” (http://www.microsoft.com/technet/itsolutions/msit/deploy/exchtcs.mspx).
Server Consolidation Glossary
Server consolidation is generally described by one of four categories: 
· Logical. Logical consolidation is related to server management and the centralized management of business-critical systems and applications.
· Geographic. Geographic consolidation pertains to the closing of data centers, moving servers from multiple buildings to one building, and implementing ICO offices.

· Homogenous. Homogeneous consolidation relates to the scalability of Microsoft products, such as the number and size of mailboxes on a single system that have increased with Exchange Server 2003. Single applications that resided on multiple servers have been combined onto one server. An example of this is merging several Exchange Servers onto one server.
· Heterogeneous. Heterogeneous consolidation combines different applications from multiple servers onto one server. An example of this is merging Exchange, SQL Server, and a Service Advertising Protocol (SAP) application onto one server.
Note:  This paper concentrates on logical, geographic, and homogeneous consolidation activities at Microsoft.
Strategies

This section will discuss the strategies used in server and data center consolidation, ICO implementations, Minimum Performance Levels development, infrastructure server consolidation, centralized server management, and new operations practices and procedures.

Server and Data Center Consolidation Strategy

The server and data center consolidation strategy involved the following multiple stages:

· Service sites were defined in a new site taxonomy.
· MPLs were established to make service expectations within the sites consistent. 
· ICO offices were rolled out.
· Data center and server consolidation began in earnest.
Site Taxonomy Development
The Operational Efficiency Assessment undertaken in 2002 revealed that the Microsoft data centers were not being managed optimally. It was a largely decentralized system that depended on “on-demand” capacity, reliability, and performance improvements. This approach served Microsoft well over a decade of rapid growth, but it was not designed to effectively manage long-term operational costs and performance. A decision was made to systematically develop a layered tier system, or taxonomy, that would correlate Microsoft data centers, network, and IT infrastructure with specific site types across the enterprise. 
The site taxonomy is a model that defines a specific set of IT sites and service levels that are provided at those sites. This consistency was designed to enable customers to make business decisions about the cost and value implications of a given level of service. This consistency also provides the ability to optimize enterprise system cost and performance. 
The site taxonomy is designed to ensure that IT environments are planned, built, provisioned, and managed to a level that is consistent with the business requirements of the services that they support. A site taxonomy factors in location, office size, the office’s business function, the type of equipment used, and the connectivity required to support specific business functions. All sites are unique, but the site taxonomy allows Microsoft to properly reset client expectations with respect to site availability.
Microsoft site taxonomy levels are defined from the enterprise worldwide layer, continuing to increasingly finer regional and local granularity. Each layer meets specific general criteria, including:
· Meeting defined service levels

· Supporting planned cost versus performance decisions

· Validating critical processes regularly
· Supporting continuous cycle of change, operations, support, and optimization 
Table 1 shows a subset of the resulting site taxonomy at Microsoft.

Table 1. Microsoft’s Site Taxonomy
	Site
	Number of People
	Primary Site Purpose
	Network
	Servers

	Data Center 1 or 2
	N/A
	IT Infrastructure
	Requires at least redundant circuits
	Servers on-site

	High Availability Office
	N/A
	PSS Call Center, Network Hub, or other valid business need
	Requires diverse access (2 paths)
	Consolidate servers to the Data Center where you can meet MPL

	Standard Office
	50 and greater
	N/A
	Poor ISP and/or requires more bandwidth than DSL
	Consolidate servers to the Data Center where you can meet MPL

	ICO-2 (Persistent Connection)
	20-150
	Sales & Marketing
	Good ISP, requires more bandwidth than DSL
	Consolidate servers to the Data Center where you can meet MPL

	ICO-2RP (Persistent Connection)
	20-150
	Sales & Marketing
	Good ISP
	Consolidate servers to the Data Center where you can meet MPL

	ICO-1 (Smart Card)
	1-20
	Sales & Marketing
	Good ISP
	None


The development of the site taxonomy at Microsoft led to other key strategies, such as the development of the Internet Connected Office (ICO) architecture model and the development of Minimum Performance Levels (MPLs). Originally, another goal of the site taxonomy was to define specific levels of reliability across the physical site types. However, Microsoft IT was not able to achieve a standard matrix of reliability because of the complexities inherent in geography, business needs, and infrastructure needs. For example, a Data Center 2 site, which provides the highest levels of support of all the site types—including failover cooling and generator systems—might be required because of the lack of stable infrastructure within a particular country or region. In a country or region with a higher level of infrastructure stability, the same concerns over services such as failover cooling and generators may not be as high a priority. In that country or region, a standard office may inherently provide the same level of availability, or even greater availability. 
The site taxonomy initially focused on data centers and critical services. Developing the site taxonomy from the data center level down was the key to successful consolidation, as it led to the requirement for applications to be hosted in data centers. Because of the high level of support in a data center, either 8-5 onsite support, or 24 hours a day onsite support, this contributed to maximum application availability and the assurance of support to respond to problems if they arose. After data centers were defined in the site taxonomy, other site classifications were added, such as High Availability buildings, standard buildings, and ICOs. Data centers require high availability for the business or the network. A high availability site has similar requirements for availability as data centers, but applies to designated buildings. Standard buildings are defined as what currently exists, with some server placement modifications.

Figure 1 shows the ICO-1 (Smart Card), ICO-2RP (Persistent Connection), ICO-2 (Persistent Connection), Standard Office, and High Availability site types.
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Figure 1: Site Types
Figure 2 shows the site types and their relation to the Internet and data centers.
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Figure 2. Site Implementation
The creation of the new site taxonomy made possible the development of MPLs, for the management of remote ICO offices. MPLs create standard service levels according to defined sites, and help to regulate customer expectations regarding service levels. 

Microsoft has benefited from the new site taxonomy model in several ways. Consolidation efforts have reduced infrastructure in the field, which saves money and releases limited resources for other activities. The site taxonomy provides a tool which allows Microsoft to continue repeating the tasks that raise acceptable service levels, while ensuring that each business unit’s requirements are met.
MPL Development
Before the MEI initiative was undertaken, Microsoft’s goal was to provide the same performance and SLA to all corporate sites, regardless of site type. The new taxonomy of business functions determined that different sites had different needs. For example, PSS sites require 24x7 availability and high reliability to service the needs of customers. ICO-1 sites are only deployed at Sales and Marketing offices because these offices could perform their business functions, with less stringent up-time requirements. 

The MPL is different than an SLA, which is a more typical method of measuring service levels. MPLs are relative measures of performance when a service is available, while SLAs are strictly measures of service availability. For example, a typical print MPL is defined as the ability to print a number of pages within a certain amount of time. A typical print SLA is defined as the availability of the printing service during regular working hours. Typically, an SLA is expected to be met 80 percent of the time. 
In the print scenario, a print SLA is met if the print service is available at least 80 percent of the time. In the print scenario, an MPL requires that when the print service is available, that a minimum number of pages can print within a certain amount of time. This requirement must be met 100 percent of the time that the print service is available. Even though the MPL appears to be a higher measure, it is not because the MPL can change based upon its current relevance to Microsoft. 
MPL source measures are taken 25 times a week, 5 times throughout the day. Several teams within Microsoft IT perform the tests of the services within their area. 

As work progressed, adjustments were made to the site taxonomy and MPLs to fine-tune them to Microsoft’s needs. Some sites were reclassified, as services were moved to data centers. For example, LOB applications have been moved from smaller sites such as Sydney, Sao Paulo, and South Africa. Those sites have been reclassified.
Internet Connected Offices

Improved WAN access and less expensive network bandwidth allowed the development of the ICO strategy. ICO conversions were quick ways to save significantly by reducing the number of servers, which facilitated subsequent data center reductions. Even though a private network connection has been eliminated, the remote computing experience is equivalent to working in an environment with one or more local servers.
The MPL approach was essential to the ICO strategy because it provided the metrics with which to compare the performance of servers over a specified time period.

As the site taxonomy evolved, ICOs were implemented. Three ICO levels are used: 
· ICO-1 (Smart Card)
· ICO-2 RP (Regional Provider, Persistent Connection)
· ICO-2  (Persistent Connection)
For an office to be considered a candidate for conversion to ICO, a combination of factors was used. One of the primary factors was the cost of bandwidth at the site. T1 connections are more expensive than the Internet carriers. The number of people and the function of the site, such as Product Support Services (PSS) versus Sales and Marketing, was also an important factor. PSS sites require a greater need for availability and reliability than is needed in Sales and Marketing sites. The cost of site administration and potential centralization was considered. Branch office servers cost twice as much for rent and maintenance than a data center. The first targeted business unit was Sales and Marketing. The Sales and Marketing unit was chosen because its business functions could support degradation in availability and reliability. In addition, initially performing ICO conversions in Sales and Marketing offices provided the operations team an opportunity to refine their process for achieving the subsequent consolidations.
Microsoft has a smaller number of ICO offices than originally planned and has realized fewer savings than planned. This is due to the situation in many countries or regions where Internet services are offered only at a premium over standard leased-line services. As more international markets open (for example, as a result of European Union expansion), carrier conditions are reviewed on a regular basis.
Internet Connected Office-1 (Smart Card)
The ICO-1, or Smart Card, small office architecture provides a cost effective site solution for offices of 20 employees or less. Internet service providers (ISP’s) provide an ICO-1 site’s Internet network connectivity. Individual client systems access the corporate network through client-based VPN (Point-to-Point Tunneling Protocol (PPTP) connectivity that follows existing Microsoft IT Remote Access Service (RAS) standards. An ICO-1 office is not managed centrally. Local site personnel provide installation and operational support. An ICO-1 implementation requires a 25 percent savings on WAN costs for selection.
Internet Connected Office-2 Regional Provider (Persistent Connection)

An ICO-2 RP site requires a persistent, tunneled connection to the Internet, such as a VPN tunnel. Because of the persistent connection, it does not require users to use a smart card to log on to the network. An ICO-2RP site provides an alternative to the standard dedicated tail site circuit by leveraging an encrypted tunnel. The carrier is an in-country or in-region provider and is not managed by the Microsoft IT Carrier Strategies team. This site type was provided for ICO-2 sites that could not conform to ICO-2 requirements. In many cases, the carrier selection is designated by the local government and prices are not negotiable. Because the carrier relationship is not centrally managed, the level of support is not guaranteed, and support issues are complicated by issues such as local language barriers. Because of these complicating factors, an additional minimum $50,000 savings over an ICO-2 site is required for an ICO-RP site to be considered. 
Internet Connected Office-2 (Persistent Connection)

An ICO-2 site has the same architecture as an ICO-2RP site, with the exception that the carrier is managed by the Microsoft IT Carrier Strategies team. Consideration for deployment of an ICO-2 site requires a 25 percent or more savings over a leased circuit. An ICO-2 site is more costly than an ICO-1 site, as it requires specialized equipment. The circuit for the site is centrally managed. Because of the equipment monitoring, outages are more immediately visible. The initial deployment targeted sales and marketing sites with 20-to-50 employees because there would be less customer impact during periods of connectivity degradation. The selected sites allowed engineering and operations to development experience. For example, an ICO-2 site requires that servers be moved or consolidated to a data center where MPL can be met that did not apply for ICO-1.

Table 2. Comparison of ICO-1, ICO-2RP, and ICO-2 Sites
	Description
	ICO-1 (Smart Card)
	ICO-2RP and ICO-2 (Persistent Connecton)

	Office Types
	Up to 20 people
	Up to 150 people

	Connectivity
	Non-persistent VPN with encryption

ISP Digital Subscriber Line (DSL) Router/Support

Throw-away 24-port switch

Carrier is in country or in region
Carrier relationship not managed centrally

Break/fix issues not monitored
	Persistent secure VPN Internet Protocol security (IPsec) to Corpnet

Logon similar to leased line; smart card not used for logon

Cisco Router and encryption card

ICO-2RP: Carrier in country or in region; carrier relationship managed by regional contact, not centrally

ICO-2: Carrier relationship centrally managed

Break/fix issues are monitored

	Benefits
	25 percent or greater saving per year over leased circuit

ISP with needed bandwidth, performance, availability
	25 percent or greater saving per year over ICO-1, plus an additional $50,000 savings

ISP with needed bandwidth, performance, availability

	Expectations/Risks
	Expected to potentially provide less performance and maintainability than leased circuits 

Risk is justified

Saved Microsoft significantly
	Expected to potentially provide less performance and maintainability than leased circuits

Risk is justified

Saved Microsoft significantly


ICO Implementations
The initial ICO office conversions were relatively fast, recouped significant recurring costs, and were straightforward. The ICO configuration was used on planned new sites where the Internet was available, providing that it saved at least $25,000 over the cost of a leased circuit. For existing sites that were converted to ICOs, carrier contracts became a complicating factor. For example, one site was subject to a 100 percent penalty if they canceled their existing leased circuit contract within two years. This led to a closer examination of terms of existing carrier contracts. Also, the possibility of savings outweighing possible penalties had to be considered in the decision to convert to an ICO site. 
Data Center and Server Consolidations
The original 24 Regional Data Centers have been reduced to 11. The effort focused on the data centers that Microsoft no longer required. Data center consolidation efforts reduced the number of data centers globally and combined applications on servers. The typical pattern was for servers to be moved to data centers, and then servers were consolidated within the data centers. For example, the applications on two smaller servers at different sites would be combined onto one managed server in a data center. Large data centers are responsible for the full range of services, while some data centers, such as the Southern hemisphere, are only responsible for services associated with latency. Large data centers are designed for other functions, such as regional backup and disaster-recovery needs. For example, Silicon Valley serves as a backup data center for Redmond.
The consolidation process involved analysis and evaluation of the IT environment prior to actually moving the servers. Moving a site may require the receiving facility be expanded or improved to current standards, which is expensive. In many cases, the proposed site had to be redesigned to accommodate machines of greater size, to allow the expanded memory storage.

During the process of consolidation, Microsoft learned that consolidated data centers were as much about cost avoidance as about simply moving servers. In most cases, the cost of keeping a server in its current location was more expensive and provided less availability than housing it at a managed data center. However, in some cases significant savings were not realized until a subsequent event occurred. For example, when the Madrid data center was relocated to Dublin, the real cost savings associated with this move was not realized until the Madrid business office moved. At that time, they were free to spend funds that would have been committed to re-establishing the data center facilities in a new building. This is a significant consideration, as historically Microsoft field offices move once every five years. The Munich office was able to re-coup office space by moving its data center to Dublin. That office chose to convert space previously dedicated to data center facilities into a large meeting area, thus saving the expense of holding large group meetings offsite.
Microsoft chose an iterative approach to consolidations. By choosing to be flexible, testing concepts, and re-evaluating components, such as site definitions and MPLs, it allowed the consolidation team to incrementally prove itself as it went along, and break down resistance and cultural barriers to change.
Infrastructure Server Consolidation Strategy
Microsoft supports and maintains a wide variety of infrastructure servers, including domain controllers, Windows Internet Name Service (WINS), Dynamic Host Configuration Protocol (DHCP), Domain Name System (DNS), Remote Authentication Dial-In User Service (RADIUS), VPN, Internet Security and Acceleration (ISA), Proxy Servers, Connectivity, Microsoft IT Administration, Collaboration, Manageability, Messaging, Services Support, and Web Storage System (WSS). This discussion is about a representative sample of these types of infrastructure servers.

The guidelines used for infrastructure server consolidation were network availability or reliability, bandwidth, and network latencies. Microsoft modified its server standards to include remote management cards, which provided the ability to obtain a wide range of management information and to control from remote locations. In addition, Microsoft upgraded the modem connections worldwide to accommodate less staffing after consolidation. The implementation plan targeted consolidation of less mission critical servers first, and then focused on more complex servers and services.
The infrastructure server consolidation strategy was basically a two-phase approach. The first phase was a backward compatibility consolidation. As servers were made backward-compatible to previously deployed servers, they were moved to new locations and consolidated. The second phase was to eliminate the physical boxes and have forward consolidation of applications from separate, smaller servers to larger servers. Consolidation allowed the servers to be used more efficiently. Several smaller server applications could be combined into one server. In this model, clients do not own the physical servers; they only own the data. 
Consolidation has allowed the leveraging of future technologies, such as Virtual Server, storage, and storage utilities. Consolidating domains allows organizations to run and manage higher workloads on fewer servers. Tested to 100 million objects, Windows Server 2003 and Active Directory support larger domains with new features for greater directory control and flexibility. Consolidating domains with Windows Server 2003 facilitates the enforcement of consistent security policies for access, usage and management, as well as improving the monitoring of servers and the early detection of attacks. 
Another advantage has been the repurposing efforts. As consolidation occurs, it frees usable servers with several years of life still left. These are offered to other groups outside Microsoft IT. As of April 2004, 40 servers have been released and 31 of those have been claimed. 
Domain Controller Consolidation Strategy
In the Microsoft IT environment, Active Directory-dependent applications, such as Exchange, network availability, and reliability are the driving factors for domain controller placement. In the Microsoft IT environment, consolidation activity was dependent upon Exchange being moved first before the domain controllers could be removed or consolidated. Also, consolidation was dependent upon upgrades to available network bandwidth. The domain controllers are usually paired with Exchange servers, with additional domain controllers placed to provide the user authentication and authorization functions. The user authentication, authorization, and application request functions are primary factors to determine domain controller placement. As of January 2004, there was a 33 percent reduction in all domain controllers across the enterprise. As the following table shows, Microsoft has been able to make significant reductions in domain controllers.

Table 3. Domain Controller Consolidation Comparison
	Before Consolidation
	After Consolidation

	203 domain controllers

48 domain controllers in corporate headquarters
	138 domain controllers 

36 domain controllers in corporate headquarters


Network criteria or performance levels are critical to determining domain controller placement because they are normally used for authentication and authorization purposes. However, they are not accessed by end users, nor do they provide services directly to end users. Domain controllers do not use the MPL Approach because the performance levels do not pertain. Because MPLs are measures of relevance to Microsoft business functions, they do not provide relevant measures for domain controller placement.
Performance enhancements in Windows Server 2003 64-bit platforms allowed reduction of Exchange-paired domain controllers in the headquarters site by about 50 percent. There were eight domain controllers dedicated to Exchange and Windows 2000. Now there are four Windows Server 2003 domain controllers with Exchange servers. Two of the domain controllers are 64-bit servers, and process approximately 70 percent of the Exchange server load. 

Microsoft IT reviews domain controller placement twice a year because this provides sufficient data to predict trends. For example, if six month statistics for a server indicate consolidation, the server is observed for another six months. If a trend occurs, this can justify moving the server.

WINS, DHCP, and DNS Strategy
The consolidation of WINS, DHCP, and DNS servers involved careful user communication and planning. In the corporate headquarters region, secondary networks were used to accommodate moves and to make the moves transparent to users. 

The WINS service provides NetBIOS name resolution, mapping resource names to IP addresses. Because Microsoft is a unique environment that encourages Microsoft employees to request static IP addresses for Web sites, laboratories, or test situations, the consolidation team was careful not to restrict this privilege. Microsoft data centers and labs have a large number of servers that are statically configured. This presented a challenge, as all the statically configured servers needed to be updated with the correct WINS server IP addresses. Also, server images used by labs needed to be updated with the correct WINS server IP addresses. The WINS strategy required extensive up-front planning. Before any changes could be made, thousands of users were contacted and notified about the changes. One notification provided all users with new IP addresses of their WINS and DNS servers.   The next challenge was the laboratories that used server imaging technology software. The images used had hard-coded IP addresses. New images had to be built for the change. Improved Windows 2003 Server performance allowed Microsoft to replace six WINS servers with a cluster. The cluster was placed on the same network as the WINS servers. When the servers were decommissioned, they were added to the cluster. This allowed a new WINS cluster to be configured with the IP addresses of several decommissioned WINS servers. The old WINS servers could be retired, yet clients could still reference the old IP addresses. 
DHCP enables a network to temporarily assign an IP address to a host when the host connects to the network. Clients do not require a configuration that specifies their DHCP server. Only IP helper addresses on network routers required updating during the consolidation process.  DCHP services were moved from regional offices to one of the domain controllers in a regional data center
. With the performance improvements of Windows Server 2003, Microsoft IT was able to consolidate the DHCP service onto regional domain controllers without seeing any performance impact. Because of its dynamic nature, DHCP service consolidation did not cause client impact. With proper design and implementation, it is irrelevant where the server or service resides. Wherever clients attach to the network, IP address and other appropriate configuration information is obtained. Consolidation plans were reviewed with Branch Office Managers. Careful advance planning and user notification were all that was required for successful consolidation. Because DHCP is dynamic and controlled by a local server, it is more localized to move than the WINS service. WINS addresses must be updated on all statically configured clients, so moving them involves a more regional type of move. 

DNS was already relatively optimized. It has the same challenges of static IP address as WINS. 
In the corporate headquarters region, DHCP, WINS, and DNS servers now use IP addresses in secondary networks. Because of this, Microsoft should not need to re-allocate IP addresses to its corporate WINS, DHCP, & DNS servers in the future. In the event of server relocation, the secondary network can move with the servers, thus preventing statically configured clients from having to update their hard coded name servers. Router IP helper addresses also do not need to be updated. Secondary networks are not used in the non-headquarters regions. In these regions, the client base is smaller, and infrastructure is not as frequently moved. The implementation and management costs of a secondary network did not justify its use in these regions. 

ISA and Proxy Server Strategy 
ISA Servers and Proxy Servers were removed at the beginning of the ICO implementation. The criteria Microsoft used were how heavy the usage was and how robust the connections were. For example, Amsterdam was moved to Dublin because the connectivity was better and cheaper. Microsoft IT used metrics to determine critical service usage metrics, such as the number of requests on the ISA Server. 
The ISA Server strategy involved Microsoft IT dropping a target server from the network without removing it from its location, and then observing the ripple effect in the array for thirty days. The final decision to remove or keep the server was made after this observation period. If the user impact was too great, the server was easily returned to service. Sufficient bandwidth after the removal was required. Bandwidth quality was determined by metrics, such as latency, which were used during the monitoring period. User impact was a high-priority consideration for ISA Server removals. If the bandwidth was inadequate for the business functions performed at the offices, some servers were retained because of the user impact of server removal. Two examples were Africa and Fargo, ND. Africa’s server was not switched to Dublin because poor bandwidth would cause bad customer experiences. Fargo’s connectivity was switched to Redmond because there was no degradation for customer experiences. The general rule for selection for consolidation was if there was no customer impact or limited customer impact, remove the servers. If there was substantial customer impact, the server was left. 
Another target for consolidation was combining services from smaller servers to larger servers. Proxy services and firewall services used to run on separate servers; however, as the firewall services did not have much effect on overall server usage, it was combined with the proxy service. Firewall services have a higher response per request than proxy services. The main issue with these services was adjusting monitoring. 

Centralized Server Management Strategy
An internal team of 22 provides remote incident support for 10,000 servers worldwide.  This represents 450 servers per person. The team performs incident management functions for all Microsoft IT production servers and related infrastructure services. In-sourcing this team provided the opportunity to improve the employees’ skills. The employee training in new areas and cross-training enabled the centralized remote support that was necessary for consolidation.  Staffing to maintain newly implemented storage area networks (SANs) required a high-level knowledge. This facilitated the in-sourcing of Remote Support personnel. Staffing was in-sourced to prevent the loss of key skills and IT environment knowledge. The in-sourced team knew the SAN and implemented best practices for the entire system. The in-sourcing was a primary driver for a 25 percent service SLA improvement. The in-sourced team was able to build leverage in driving tool and monitoring improvements, which led to a reduction in overall incident volumes. Implementation of an incident management life cycle (IMLC) process also contributed to the SLA improvement by providing tools that resolve incidents, such as depth and breadth analysis. With better tools, IMLC allows time to be focused on incident resolutions. Training in new areas and cross-training throughout the team was a significant driver in the SLA improvement. Certification paths, along with career objectives, were established for in-sourced employees. Now all members of the team have obtained Microsoft Certified System Engineer (MCSE) certifications. The next certification milestone is Cisco Certified Network Associate (CCNA) with security.

Because of the centralized model, consistent and standard service offerings are provided for all production servers. Third-party monitoring support has been uniformly replaced by Microsoft Operations Manager (MOM) 2000. Operating system upgrades are consistently installed across all servers, and the standard IPAK configuration is uniformly applied to servers. The IPAK is a standard server configuration that includes required service updates for applications and operating systems, plus other Microsoft and third-party services or tools that are necessary to manage servers in an enterprise environment. Systems Management Server (SMS) 2003 is used consistently to apply software updates.

Before the Remote Deployment/Global Change team was centralized, server software deployment tasks were distributed between up to 70 vendors. Beginning in 2002, operating system upgrades and service pack installations were performed by three vendors dedicated to the work. Microsoft IT estimates that by centralizing the work in this manner, it has saved approximately one full-time employee resource worth of work. 

Beginning in 2003, remote change work conducted on member servers, as well as infrastructure services such as name resolution, was centralized into a 20 member off-shored team. Change requests are submitted by functional service owners and the work is scheduled and carried out remotely by the centralized Change Management team.
New Operations Practices and Procedures Strategy
Using the MOF model, a group of efforts aimed at standardizing and implementing new operations practices was undertaken. The practices concerned:

· Incident Management. The Incident Management practices enhanced monitoring through the use of MOM 2000 and Smarts InCharge, and standardized SLAs, escalation processes, and trouble ticket handling.

· Problem Management. Problem Management practices resolved recurring service issues and pursued root cause analysis. Metrics were identified for identifying key environmental problems, used by a trained escalation team, and a standardized process was developed for identifying and resolving problem tickets.

· Configuration Management. The Configuration Management practices defined standards by which devices were tracked, configured, and accepted into the production environment. SMS 2003 was leveraged to develop an improved configuration management database, key configuration items for compliance were identified, and a device acceptance process was developed for the implementation of new network devices.

· Change Management. The Change Management process revised the way that changes are reviewed and implemented in the corporate environment. Changes were instituted such as a daily conference call to review all changes and synchronize all operations teams, the establishment of an advisory board for changes that reviews and approves changes on a biweekly basis, and the establishment of an emergency change authority for changes that must take place within 24 hours.
Future

Microsoft is continuing to consolidate servers and data centers. Consolidation is based on an ongoing process of refining and determining placement criteria, such as bandwidth and latency, and product technology features, such as 64-bit AMD architecture, and Virtual Server. In addition, it is Microsoft’s goal that all application servers be moved or consolidated to remaining data centers. 
The next significant consolidation program will target application servers. The application server consolidation program will reduce the number of physical servers required to support Business Unit IT (BUIT) applications. This is by far the largest consolidation task as Business Unit application servers represent 75 percent of all of the systems in Microsoft IT. The program’s initial goal is to establish flat server growth within Microsoft IT. A more long-term goal is to reduce the total server footprint in the Microsoft IT enterprise. Application server consolidation is of a larger scope than the infrastructure server consolidation efforts. This is because application servers are not centrally owned. Also, the requirements for applications are significantly more broad and varied than those for infrastructure servers. The program will focus on tracking and visibility. It will accomplish this by establishing practices such as delivering a regularly reviewed program scorecard with the BUIT group leaders. Also, to account for the decentralized BUIT model, the program will establish shared best practices and serve as a central point for collecting and driving common best practices. These best practices will focus on creating maximum efficiency by leveraging existing tools, configurations, and technologies.  Finally, the program will drive feedback to the Microsoft product groups to ensure that platform support exists to support server consolidation goals. The program will focus on technologies such as 64-bit computing, Virtual Server, the Dynamic Systems Initiative, and Windows System Resource Manager.

Conclusion
Server and data center consolidations have been immensely successful at Microsoft. The efficiencies of scale generated from the Consolidation projects provided significant savings, a reduction of 40 percent, totaling $23.2 million US. While it is important that IT costs are controlled, it is crucial not to lose sight of other benefits. The consolidation initiative at Microsoft was used as an opportunity to align IT infrastructure with business strategy, delivering value by supporting and enhancing Microsoft’s business processes and meeting future demands as well as immediate needs.  
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Situation


Microsoft IT needed to reduce enterprise complexity and costs. Inefficiencies were targeted in unmanaged, decentralized, non-standard, and extraneous servers, and redundant data centers.


Solution


Several efforts were undertaken to consolidate servers and data centers. A site taxonomy and Minimum Performance Level system were developed. Internet Connected Offices were implemented, providing an effective remote computing environment for serverless offices. Servers were consolidated into data centers and extraneous servers were removed by leveraging new management practices and taking advantage of technologies and capabilities in new products. Server management was centralized. New operations practices and procedures were instituted.


Benefits


Data center, server consolidation: 40 percent reduction in spending.


Site reduction: 54 percent


Infrastructure server reduction: 27 percent


Move servers to data centers from branch offices: rent and maintenance reduced by 50 percent


Products & Technologies 


Windows Server 2003


Exchange Server 2003


Office System 
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